realtime Maintaining the Integrity
of SAP Data

The SAP user profile grants users certain access based
on their job description — similar to the cleaning person in a
hotel that has access to all rooms and its valuable contents.

The key card grants access to certain areas just like a password
or smart card that protects SAP user profiles. Each person that
has access to the card now has access to any room! There
is still no recorded log or proof of who accessed the room.

The first thing every responsible traveler should do after
entering the room is lock the swinging door bar. This
“overrides” the original access authorization from the
cleaning person or anybody else that might have gained
access to the key card.

bioLock technology will allow you to add and lock “swinging door
bars” anywhere within your SAP system. Only specific, invited
individuals will be able to open the extra “door locks” with
their biometric credentials and / or smart cards. A log file with
date and time stamp will prove who opened the “lock” - or tried.

For additional security, a traveler should protect especially
valuable items with the safe. The safe offers an additional
layer of protection that requires additional authentication for
access. bioLock will provide the “room safe protection”
for any critical transaction or function in the SAP System.

bioLock Value Proposition:

e bioLock will guarantee only cleaning personal or registered guests can access rooms
¢ Management can now track who accessed which rooms or safes with time stamps

¢ DbioLock will override existing SAP security authorizations and lock critical functions
e DbioLock will truly prevent unauthorized access and stop fraudulent activities

e Only specifically invited and uniquely identified power users can gain access

e All users and their activities (or attempts) are identified and recorded in a log file

¢ Results are: Increased Security, Transparency, and Indisputable Accountability

Contact us for more information: US: 1-877-bioLock, Intl.: +1-813-283-0070, E: info@biolLock.us



